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LEGISLATION

1.  What national laws (if any) regulate the right to respect for
private and family life and freedom of expression?

Respect for private and family life and freedom of expression are
protected by the Portuguese Constitution (Article 37 addressing
freedom of expression and information; Article 34 containing
guarantees on the inviolability of home and correspondence).

The fundamental principles and guarantees on personal data
protection are set out in the:

. Constitution (Article 35 on the use of computerised data).

« Strasbourg Convention for the Protection of Individuals with
Regard to Automatic Processing of Personal Data 1981
(Strasbourg Data Processing Convention).

- European Convention for the Protection of Human Rights
(ECHR) (Articles 8 and 10).

- Charter of Fundamental Rights of the European Union (Articles
7 and 8).

. Law 67/98 of 26 October (Data Protection Act), which
implemented Directive 95/46/EC on data protection (Data
Protection Directive).

- From 25 May 2018, Regulation (EU) 679/2016 on the protection
of natural persons with regard to the processing of personal
data and on the free movement of such data (General Data
Protection Regulation).

- Additional legislation pursuant to the General Data Protection
Regulation is also expected as a Working Committee was
appointed in late August 2017 draft and present by the end of
the year preliminary versions for discussion.

- The right to object to particular kinds of data processing.
- The right to request deletion of the data.

Upon collecting personal data directly from same subjects or at any
time before collection, data controllers must provide data subjects
with clear information on (among other things):

« The data controller's identity.
« Theintended processing purposes.
« The categories of information recipients.

« Anindication as to whether data may circulate on the network
without security measures and may be at risk of being seen or
used by unauthorised third parties.

«  Whether the data collection is made on an open network.
- The data subject's rights of access to data and correction.

Individuals are granted the right to access their personal
information held by data controllers and controllers must not be
subject to restrictions, excessive delay or expense by the controller.

Data subjects are also entitled to obtain deletion of their data if the
information is incomplete or inaccurate, or when the processing of
the data is performed according to terms that are not compatible
with the legitimate grounds and purposes of the data controller.

4. What is the jurisdictional scope of the privacy law rules?

2. Who can commence proceedings to protect privacy?

Proceedings can be commenced by the National Commission for
the Protection of Data (Comissdo Nacional de Proteccdo de Dados)
(CNPD). Data subjects can also commence proceedings themselves
to protect privacy.

The jurisdictional scope of the Data Protection Act (DPA) covers the
processing of personal data carried out by entities located in
Portugal or where Portuguese law applies by virtue of international
public law.

The provisions of the DPA also apply to the processing of personal
data carried out by entities established outside the EU that use a
means of automated or non-automated processing located in
Portugal (except in cases where such equipment, although located
in Portugal, serves only for mere data transit purposes)

5. What remedies are available to redress the infringement of
those privacy rights?

3. What privacy rights are granted and imposed?

The Data Protection Act grants individuals with a number of rights
regarding their data. These include:

- Theright of information and access to the data.

- Theright to correct inaccurate data.
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Financial penalties and administrative measures

Administrative sanctions in the form of financial penalties can arise
from data breaches or other violations of the Data Protection Act
(DPA).

The applicable fines depend on the nature and seriousness of the
breach and range between EUR500 and EUR30,000. Sector-
specific legislation in the electronic communications sector sets
much higher administrative fines (up to EURS5 million).
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Ancillary administrative measures, such as temporary or
permanent data processing bans or data blockage, erasure or total
or partial data destruction (among others) may also be ordered by
the National Commission for the Protection of Data.

Criminal sanctions

The DPA also establishes criminal sanctions for specific types of
breach. Criminal offences are punished by a prison sentence of up
to two years or a 240-day fine, both of which can be doubled in
aggravating circumstances.

Civil Liability
Individuals can claim compensation for damages caused to them
by the data controller's breach (by act or omission) of DPA

provisions. Compensation for serious injury to feelings may be also
claimed.

6. Are there any other ways in which privacy rights can be

enforced?

Pre-emptive civil measures could be requested by individuals in the
context of protecting their personal rights against continuous or
imminent breaches to the Data Protection Act.
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