MORAIS LEITAO M
GALVAO TELES, SOARES DA SILVA
& ASSOCIADOS L

LEGAL ALERT

DIGITAL MARKETS ACT UPDATE

DESIGNATED GATEKEEPERS MUST NOW COMPLY WITH FAR-
REACHING DMA OBLIGATIONS TO AVOID PUBLIC AND/OR PRIVATE
ENFORCEMENT

Far-reaching DMA obligations of the first designated gatekeepers begin to apply.

In September 2023, the European Commission (EC) designated the first six Big Tech companies
as gatekeepers (GK) under the Digital Markets Act (DMA\) in respect of a total of 22 core platform
services (CPS):!

e Alphabet: Google Shopping, Google Play, Google Maps, Google Search, YouTube, Google
Android, Google Chrome, Alphabet’s online advertising services;

e Amazon: Amazon Marketplace, Amazon Advertising;

e Apple: App Store, i10S, Safari;

e ByteDance: TikTok;

o [Meta: Facebook, Instagram, Meta Ads, WhatsApp, Messenger, Marketplace;

e Microsoft: Windows PC OS, LinkedIn;

! Some of these firms have lodged actions for annulment of their designation as gatekeeper in respect of some of the
core platform services concerned (Apple: iOS, App Store; ByteDance: TikTok; Meta: Messenger, Marketplace). These
appeals are still pending and do not suspend the effects of the contested designations. Designations made are subject to
review — i.e., can be reconsidered, amended or repealed — by the EC under certain conditions, and other tech firms may
be designated as GK (and firms already designated as GK may be designated for other CPS) if they meet the criteria
defined in the DMA (e.g., the EC has reportedly received notifications from Booking, ByteDance, and X concerning —
in the case of ByteDance: other — CPS meeting the DMA thresholds).
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These companies have been designated on the basis that they meet the quantitative thresholds set
out in Article 3(2) DMA, which give rise to a presumption of 'gatekeeper’ status.

The legal 6-months-deadline set for this purpose having expired, these GK must now, in respect of
the CPS for which they have been designated, comply with the far-reaching obligations and
prohibitions set out in Articles 5-7 DMA and listed in the annex to this legal alert.?

These (and other) obligations in the DMA aim to ensure contestability and fairness in digital
markets, and compliance may require both contractual and technical measures, such as new
interfaces and the need to modify products and services (e.g., to enable interoperability, openness,

non-discrimination and ‘choice’ for both businesses and end-users).

Compliance with these obligations is in principle a matter of self-assessment by GKs; only in
relation to the obligations in Articles 6 and 7 DMA can a GK request the EC to determine whether
the measures implemented by it to ensure compliance are sufficient (Article 8(3) DMA).

Gatekeeper reports on compliance measures and consumer profiling techniques
Moreover, by now, the abovementioned GKs had to provide the EC with:
e areport describing the measures implemented to ensure compliance with the DMA
obligations (Article 11 DMA);® and
« an independently audit description of consumer profiling techniques applied across the CPS

concerned (Article 15 DMA).4

The first and are already accessible via links on
the EC’s DMA website.

2 Two other obligations have been effective as from the moment of designation: (i) to put in place a compliance
function (Article 28 DMA) and (ii) to within the meaning of the EU Merger
Regulation (even if not meeting the relevant thresholds) (Article 14 DMA).

3 The EC has published a for the compliance report. GKs must update the report at least annually. Non-
confidential summaries of reports and updates submitted by GKs will be made available on the EC website.

4 The EC has published a for the reporting on this topic. GKs must make publicly available a

non-confidential summary of that description and update the report and the non-confidential summary at least annually.
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EC workshops for DMA stakeholders to provide clarifications and seek feedback

The EC is now carefully analysing the compliance reports as to whether the implemented measures
are effective in achieving the objectives of the relevant obligations under the DMA. This
assessment will also be based on the input of interested stakeholders (e.g., business users,
competitors and end users of the CPS concerned), including in the context of the

organised by the EC between 18 and 26 March 2024 (one for each GK), where GKSs are
invited to present their solutions.

Public enforcement of the DMA

The EC has exclusive competence for the public enforcement of the DMA, including, e.g., the
designation of GK, the adoption of non-compliance decisions and the imposition of fines and other
sanctions. National competition authorities (NCAs) may assist the EC in this task. A NCA may
also, on its own initiative, investigate suspected infringements of Articles 5-7 by the GK on its
territory, provided that it has the competence and investigative powers to do so under national law.
The opening of proceedings by the EC removes this possibility for NCAs and ends any ongoing
NCA investigations.

Violations by GKs of their obligations under the DMA can result in fines of up to 10% of the
company’s total worldwide annual turnover, or up to 20% in the event of repeated infringements. In
certain situations, periodic penalty payments of up to 5% of the average daily turnover may be
imposed. In the case of systematic breaches of DMA’s obligations, additional remedies may be
imposed, which must be proportionate to the offence committed. As ultima ratio, non-financial
(e.g., behavioural and structural) remedies can be imposed (e.g., the divestiture of a business).

Private enforcement of the DMA®

Based on general principles of EU law, according to which a provision of the DMA can be relied
upon by a stakeholder in a judicial claim brought against a GK before a national court if the

5 See also our
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provision is sufficiently precise and unconditional to create rights for the stakeholder against the
GK, it seems possible that at least some of the GK obligations in Article 5-7 DMA are considered to
be actionable by business users, competitors and/or end users, depending on the specific obligation
concerned.

Avrticle 39 DMA also suggests that this is in principle possible, both where the EC has already
adopted a non-compliance decision regarding the conduct concerned (follow-on action) and where
this has not (yet) happened (standalone action).®

Other provisions of the DMA also indicate the relevance of private initiative in DMA enforcement.
Per Article 27(1) DMA, stakeholders, as well as their representatives, can complain to the NCA or
directly to the EC about any suspected breach by the GK of any of its obligations under the DMA
(both NCA and EC having discretion in their decision as to whether to investigate a case).

DMA enforcement complementary to competition law enforcement

There is no overlap between DMA and competition law enforcement. DMA rules and enforcement
are complementary to (i.e., come on top of) competition law enforcement. This means that, e.g.,
NCAs can, in principle, investigate and impose obligations on a firm under competition law
(including, e.g., for unilateral conduct), even though the firm is designated as GK under the DMA.
In such a case, the NCA must inform the EC of the investigation and of the obligation(s) it intends
to impose (Article 38 DMA).’

Public and private enforcement of DMA in Portugal

Unlike other EU Member States, Portugal has not yet adopted a specific measure to regulate the
domestic enforcement of the DMA.

& National courts must not issue rulings which run counter to decisions adopted by the EC under the DMA and must
avoid issuing rulings which would conflict with a decision contemplated by the EC in proceedings initiated under the
DMA (Article 39(5) DMA).

" NCAs must not adopt decisions running counter to decisions adopted by the EC under the DMA (Article 1(7) DMA).
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In terms of public enforcement, the competent NCA to assist the EC and to which complaints by
third parties can be addressed is the Portuguese Competition Authority (although it is not entirely
clear yet whether this includes the competence for own investigations of suspected violations of the
DMA).

In terms of private enforcement, as things currently stand, the Portuguese law transposing the EU
Private Damages Directive does not apply. Therefore, actions must, in principle, be brought
before common civil courts and are subject to the general rules of civil law and procedure,
including, for example, Article 483(1) of the Civil Code (CC) for actions for damages, Article
362(1) of the Civil Procedure Code (CPC) for injunction actions to prevent serious and potentially
irreparable harm to rights conferred by the DMA and Articles 575 CC, 429 and 1045 CPC

for document disclosure requests.

In contrast to individual claims that may generally be lodged by third parties, representative (class)
actions and other collective redress mechanisms are only available to end users under Portuguese
law.
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ANNEX

Pursuant to Article 5 DMA, GKs must:

e not process, for online advertising purposes, the personal data of end-users of third-party
services provided through the GK’s CPS without the qualified consent of the end-user;

e not combine or cross-use end-users’ personal data across CPS or between CPS and other
services, or sign in end-users to other services for the purpose of combining personal data,
without the end-user’s qualified consent;

e not impose either ‘wide’ parity clauses (restricting business users from offering lower prices and
better conditions on any other online sales channels) or ‘narrow’ parity clauses (restricting
business users from offering lower prices and better conditions on their own sales channels);

e allow business users to communicate and promote their products and services (including under
different conditions) to end-users acquired via the GK’s CPS (or through other channels) free of
charge and to conclude contracts with those end-users;

e allow end-users to access and use content, subscriptions, features or other items through the
GK’s CPS by using a business user’s software application, including those acquired outside of
the GK’s CPS;

o refrain from preventing business users or end-users from raising the issue of GK
non-compliance with EU or national laws with the relevant public authorities or national courts;

e not require end-users or business users to subscribe to or register with any other of GK’s CPS as
a condition for using one of the GK’s CPS;

e not require end-users to use, or business users to use, or offer, or interoperate with, an
identification service, a web browser engine or a payment service, or technical services that
support the provision of payment services, such as payment systems for in-app purchases, of
that GK in the context of services provided by the business users using that GK’s CPS;
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provide advertisers and publishers (or their authorised third parties) to which a GK supplies
online advertising services, on request and free of charge, with information on a daily basis
concerning the prices and fees (including any deductions and surcharges) paid by the advertiser
and publisher, as well as the amount of remuneration (including any deductions and surcharges)
paid to the publisher, and the metrics on which each of the prices, fees and remunerations are
calculated for the publishing of a given advertisement and for each of the relevant advertising
services provided by the GK.

Pursuant to Article 6 DMA, GKs must:

not use non-publicly available data acquired by the GK in relation to business users using a
GK’s CPS to then compete with those business users;

allow and technically enable end-users to easily uninstall any software applications or change
default settings in the GK’s operating system, virtual assistant and web browser;

allow and technically enable the installation and effective use of third-party software
applications or software application stores and to allow them to be accessed by means other than
the GK’s relevant CPS, as well as relating to the setting of downloaded software applications or
stores as default (subject to certain carve-outs relating to safety measures);

not treat services and products offered by the GK itself more favourably than similar services or
products offered by third parties in the ranking and related indexing and crawling, and to apply
transparent, fair and non-discriminatory conditions to such ranking (self-preferencing);

not restrict end-users, technically or otherwise, from switching between and subscribing to
different software applications and services accessed under a GK’s CPS;

allow hardware and service providers and business users, free of charge with effective
interoperability and access to the same hardware or software features that are accessed or
controlled via the operating system or virtual assistant of the GK (subject to certain carve-outs
relating to safety measures);

provide advertisers and publishers and their authorised third parties, on request and free of
charge, with access to the GK’s performance measuring tools and the data necessary for
advertisers and publishers to carry out their own independent verification of the advertising
inventory;
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e provide end-users or their authorised third parties, on request and free of charge, with effective
portability of data (including tools to facilitate the effective exercise of such data portability)
provided by the end-user or generated through its activity;

e subject to personal data restrictions, provide business users, or their authorised third parties, on
request and free of charge, with effective, high-quality, continuous and real-time access to and
use of aggregated and non-aggregated data (including personal data), that is provided for, or
generated in the context of, the use of the relevant CPS (or services provided together with or in
support of the relevant CPS) by those business users and the end-users engaging with the
products or services provided by those business users;

e provide any third-party providers of online search engines, on request, with access on fair,
reasonable and non-discriminatory (FRAND) terms to ranking, query, click and view data in
relation to free and paid searches generated by end-users on the GK’s online search engines,
subject to the anonymisation of personal data;

e apply FRAND general conditions of access for business users to the GK’s software application
stores, online search engines and online social networking services (the GK must publish
general conditions of access, including an alternative dispute settlement mechanism);

e not impose disproportionate general conditions for terminating the provisions of CPS and
ensuring that these conditions are exercised without undue difficulty.

Pursuant to Article 7 DMA, GKs, which have been designated for CPS constituting a
number-independent interpersonal communications services (NIICS, i.e., a messenger service),
must make the basic functionalities of their NIICS interoperable with the NIICS of another provider
offering or intending to offer such services in the EU, by providing on request, free of charge and
within a gradual timeline, the necessary technical interfaces or similar solutions to facilitate
interoperability.
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This publication is purely informational and is not meant to be a source of legal advice, nor does it contain a
comprehensive review of all aspects of the law and practice referred to. The information contained herein refers to the
date of first publication, readers being warned to take legal advice before applying it to specific issues or transactions.
The contents of this publication may not be copied, disclosed or distributed in whole or in part without prior consent.
For more information please contact us at comunicacao@mlgts.pt.
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