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IV. A MODEST BUT IMPORTANT 
STEP

For all its shortcomings, the Valencia judgment 
represents an important departure from the lar-
gely deferential approach adopted by courts in 
several other Sky ECC jurisdictions. While the 
Spanish court’s focus on raw data access does 
not properly address the underlying digital fo-
rensic problems, the judgment nevertheless 
marks a first judicial attempt acknowledging 
that large-scale cross-border hacking opera-
tions create evidentiary black boxes that cannot 
be reconciled with Article 6 merely through an 
abstract principle of mutual trust.





http://data.europa.eu/eli/dir/2017/541/oj
http://data.europa.eu/eli/dir/2017/541/oj
https://diariodarepublica.pt/dr/legislacao-consolidada/lei/2003-34568575
https://diariodarepublica.pt/dr/legislacao-consolidada/lei/2003-34568575
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with an ongoing armed conflict is established, 
together with the existence of serious effects on 
the civilian population and the intentionality 
required by the Rome Statute, the path of war 
crimes before the International Criminal Court 
ensures reach over the principal instigators and 
institutional memory of the act.

The challenge is not one of normative gaps. It is 
one of evidentiary capacity, international coor-
dination and institutional will. Operation Eas-
twood showed that it is possible to act on the 
criminal plane against state proxies in hybrid 
warfare. The scenario of the Prut dam shows 
that the potential scale of the next step requi-
res that the justice system, both national and in-
ternational, be properly coordinated before the 
wave arrives.
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The (necessary) inferences that amplify infor-
mation, produce new (perhaps true, perhaps 
false) information are useful, provided that in-
tellectual vigilance over their fragility is main-
tained. 

In the use of the variegated expressions of in-
ductive logic, macroscopic fallacies can arise. 

Undue generalisation (or secundum quid, or on-
verse accident or hasty generalisation) presen-
ts what is true in some cases as if it were true 
for every case, or a conclusion concerning an 
entire class of objects starting from premises 
concerning only one or some of its componen-
ts and consists in deriving a general rule from 
inadequate evidence, either because it relates to 
a special case, or because the sample conside-
red is not representative. In the form of statis-
tical generalisation, it is based on sampling but 
claims to have a general conclusion: statistical 
probability, understood as statistical frequency, 
cannot support an entire reasoning, even if it in-
dicates a high probability, because it deals with 
frequencies and, therefore, admits exceptions, 
so that it does not fit the reconstruction of sin-
gle events.

The fallacy of the false cause makes something 
appear as the cause of an event that is not or 
arbitrarily attributes a certain cause to an event 
without having considered the concauses or 
possible alternative causes. The current tools 
of artificial rationality that detect regularities 
among the collected data are not effective in 
identifying causal relationships between phe-
nomena in relation to a specific case: so that the 
algorithmic result must in any case be corrobo-
rated by evidence that is processed according 
to the dialectical method and that requires hu-
man intervention to ensure the overall logical 
coherence of the reasoning.

In the use of abductive logic, the atomistic 
evaluation of clues is fallacious because it 
overlooks the fact that the clue – by its cons-
titution – is a datum whose ambiguity must be 
amended by linking it to others. To shy away 
from this operation is to unduly set aside rele-
vant elements of assessment that could ultima-

tely prove to be even decisive and, therefore, fail 
by default. On the contrary, the praesumptio de 
praesumpto starts from a known fact (clue) to go 
back to an unknown one and then placing the 
(originally) unknown fact as the source of a fur-
ther presumption makes the clue lose precision, 
but it could provide useful insights into knowle-
dge, if examined with an appropriate method in 
the context of a non-atomistic evaluation of the 
data (this operation is not allowed by the juris-
prudence).

VII. FALLACIES IN THE USE OF 
CONCLUSIONS

Some fallacies concern the use of conclusions. 

In the conjunction fallacy, the informative 
value of similar data is overestimated, often 
violating probability theory, because joint even-
ts are mistakenly considered more likely than 
events described individually. In particular, in 
the fallacy of the support events supported by 
a description richer in specific data are consi-
dered more probable than those proposed with 
a more limited descriptive support, while, on 
the contrary, the richness of detail of the des-
cription, which makes the event more specific, 
should, from a statistical point of view, reduce 
the probability of its occurrence and make one 
cautious with respect to illusory correlations.

Some biases typical of algorithms or the way in 
which they are used also recur. Many algorithms 
are set up to look for all the information that can 
confirm the initial hypothesis, while dissonant 
data and hypotheses are left out until the so-cal-
led tunnel vision is established, which shows 
only what confirms the initial hypothesis (bias 
of confirmation); another distortion occurs 
when important data is excluded because the 
programmer failed to see new and important 
factors (exclusion bias).

Even the confusion between mere derivation 
(necessary condition) and consequence (ne-
cessary and sufficient condition) constitutes a 
logical fallacy that can be intertwined with the 
psychological propensity towards a hasty and/or 
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unjustified search for conclusions, introducing 
additional premises into the tree of reasoning. 
In the case of AI, either due to misunderstan-
dings or approximations of probabilistic corre-
lations, a mere derivation could be treated as 
a consequence.

The fallacy of the false dichotomy derives 
from mistaking mere antonyms for contradic-
tory ones, so erroneously supposing that there 
can be only two plausible explanatory hypo-
theses of a fact, so that the refutation of one 
would necessarily lead to the truth of the other, 
exhausting the logical space of the question, 
while in reality, in the case of hypotheses that 
are only contrarie tertium datur, so that they 
could both be false.

The bias of cohesion consists of the search for 
cohesion even if the result of coherence is not 
rationally justified because it is based on in-
complete data, while alternative reconstructive 
hypotheses should be examined.

The point is that in situations of uncertainty and 
ambiguity in the reconstruction of factual data, 
there is a propensity to formulate hypotheses to 
create narratives that explain the events, filling 
the gaps in the data. In this perspective, moreo-
ver, short causal chains are favoured over longer 
ones and counterfactual constructions more ea-
sily available to the mind. 

Again, the propensity to anchor oneself to the 
first available information, to the initial fra-
mework, and then make adjustments, is valid. 
Despite having a partial understanding, it is as-
sumed that we can have total cognition and tend 
to make the data consistent and cohesive with 
the initial base on the stock. Then, the data are 
all placed on the same level to be made cohe-
rent, neglecting their different relevance and 
diachronic understanding. 

In some cases, an attempt is made to save the 
work done so that – especially when it is urgent 
to decide and the possible alternatives are dou-
btful – the efforts spent are not wasted and so 
we fall into the fallacy of sunken costs.

Since the reconstruction of a fact also results 
from the composition of the logical relations 
between certain events, when this composition 
is affected by fallacies or misrepresentations, 
the fact is surrogate by a factoid.

VIII. PROGRAMMING 
STRATEGIES OF AN AI TO 
RECOGNISE REASONING 
ERRORS

Because it has no critical thinking or self-awa-
reness, current AI cannot recognise or correct 
logical errors or biases on its own, and the con-
tinuous increase in analysed data can hide dee-
per errors and biases that are difficult to detect 
and correct.

To program an AI capable of recognising rea-
soning errors, several strategies are adopted, 
among which the most profitable seem to be 
those that adopt an analytical approach:

a)	 Supervised learning with step-by-step 
feedback: the model is trained on examples 
of correct and incorrect reasoning, providing 
feedback on each individual step. This helps 
the AI identify where logical errors lurk and 
correct them during the inference process. 
When using a supervised model, it is the ex-
perts in the field who select the training data: 
it is crucial that their group is diverse and 
that they have received adequate training to 
help prevent unconscious bias.

b)	 Step-by-step reasoning: the AI is trained 
to reason step by step, making each stage of 
reasoning explicit. Instead of just providing 
the final answer, AI breaks down the pro-
blem into a logical sequence of intermediate 
steps, making the decision itinerary trans-
parent, so that programmers and users can 
verify the internal consistency of the reaso-
ning, making it easier to detect inconsisten-
cies or invalid passages. Or, for the same pro-
blem, AI can be induced to generate multiple 
chains of reasoning, so as to reduce, by com-
paring them, the influence of random errors 
or erroneous inferences.





https://eur-lex.europa.eu/legal-content/PT/TXT/PDF/?uri=CELEX:32003H0361
https://eur-lex.europa.eu/legal-content/PT/TXT/PDF/?uri=CELEX:32003H0361
https://eur-lex.europa.eu/legal-content/PT/TXT/PDF/?uri=CELEX:32022L2555&qid=1772472634596
https://eur-lex.europa.eu/legal-content/PT/TXT/PDF/?uri=CELEX:32022L2555&qid=1772472634596
https://eur-lex.europa.eu/legal-content/PT/TXT/PDF/?uri=CELEX:32022L2555&qid=1772472634596
https://eur-lex.europa.eu/legal-content/PT/TXT/PDF/?uri=CELEX:32022L2555&qid=1772472634596
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Cybercrime and digital evidence

GLOBAL SCALE OF THE THREAT

The global cybercrime landscape in 2026 
is marked by increasingly sophisticated 
threats and their unprecedented scale. 
The IOCTA 2026 report (Internet 
Organised Crime Threat Assessment), 
published by Europol, documents the 
evolving threat landscape of organised 
online crime, identifying as structural 
trends the professionalisation of 
criminal organisations, the growing 
interdependence between cybercrime 

and other forms of organised crime, and 
the systematic exploitation of legitimate 
infrastructure for illicit purposes 
(Europol, IOCTA 2026). The FBI’s figures 
confirm the severity of the phenomenon: 
according to the annual report of the 
Internet Crime Complaint Center (IC3), 
financial losses from cybercrimes 
reached an all-time high of USD 
20 billion, with phishing and spoofing 
dominating the complaints received, 
although actual figures are estimated to  
be significantly higher (FBI Internet Crime 
Report).

INTERNATIONAL LAW 
ENFORCEMENT OPERATIONS

In terms of law enforcement operations, 
recent months have been marked by 
large-scale initiatives across multiple 
jurisdictions. Interpol identified and 
neutralised approximately 45,000 
malicious IP addresses associated with 
ransomware and phishing worldwide 
(Interpol). With a focus on the African 

continent, the same organisation arrested 
651 individuals in 16 countries for 
cybercrime offences, illustrating the 
growing spread of organised cybercrime 
in regions historically underrepresented in 
these statistics (Interpol). Europol in turn 
reported an operation in which two seized 
mobile phones enabled, through forensic 
analysis, the uncovering of connections 
to a large-scale global criminal network 
– underscoring the central role of mobile 
device forensic extraction in combating 
organised crime (Europol). Brazil led the 
largest international operation against 
online child sexual abuse on record, 
involving 16 countries and resulting in 
numerous arrests and the identification 
of victims – a paradigmatic example of 
the importance of international police 
cooperation and digital investigation 
capabilities in this field (Observador). 
Eurojust also coordinated a successful 
operation against illegal streaming 
services, with an impact on millions of 
users worldwide (Eurojust).

ENCRYPTED NETWORKS: SKY 
ECC, ENCROCHAT AND ANOM

The debate on the admissibility of digital 
evidence obtained through encrypted 
communications networks remains in full 
swing in European courts, with divergent 
decisions across multiple jurisdictions. 
With regard to the Sky ECC network, 
the Antwerp Court will, in the near 
future, have to rule on the admissibility 
of evidence obtained from intercepts, 
having already been confronted with 
the testimony of a forensic expert who 
raised doubts as to the transparency and 
reliability of the interception mechanisms 
(Computer Weekly); in Switzerland, 
the Basel Court adopted a similar 
position, refusing to admit evidence 
whose collection did not comply with 
the procedural safeguards required by 
Swiss law; in Spain, a court acquitted 

https://www.europol.europa.eu/publication-events/main-reports/iocta-2026-evolving-threat-landscape#downloads
https://www.ic3.gov/AnnualReport/Reports/2025_IC3Report.pdf
https://www.ic3.gov/AnnualReport/Reports/2025_IC3Report.pdf
https://www.interpol.int/News-and-Events/News/2026/45-000-malicious-IP-addresses-taken-down-in-international-cyber-operation
https://www.interpol.int/News-and-Events/News/2026/Major-operation-in-Africa-targeting-online-scams-nets-651-arrests-recovers-USD-4.3-million
https://www.europol.europa.eu/media-press/newsroom/news/invitation-press-conference-two-seized-phones-to-global-criminal-web
https://observador.pt/2026/04/28/megaoperacao-de-combate-a-exploracao-sexual-infantojuvenil-em-curso-no-brasil/
https://www.eurojust.europa.eu/news/successful-operation-against-illegal-streaming-services-millions-users-worldwide
https://www.computerweekly.com/news/366638416/Police-intercept-evidence-from-Sky-ECC-cryptophone-network-unreliable-Antwerp-court-told


https://www.computerweekly.com/news/366637705/Spanish-court-acquits-suspects-denied-access-to-raw-Sky-ECC-intercepts-in-landmark-decision
https://www.eldiario.es/politica/ex-jefe-udef-describe-juez-sistema-policia-falsear-origen-grandes-operaciones-antidroga_1_13051186.html
https://www.wired.com/story/an-fbi-asset-helped-run-a-dark-web-site-that-sold-fentanyl-laced-drugs-for-years/
https://www.wired.com/story/he-leaked-the-secrets-southeast-asian-scam-compound-then-had-to-get-out-alive/
https://www.forbes.com/sites/thomasbrewster/2026/01/22/microsoft-gave-fbi-keys-to-unlock-bitlocker-encrypted-data/
https://www.404media.co/fbi-couldnt-get-into-wapo-reporters-iphone-because-it-had-lockdown-mode-enabled/
https://www.security.com/blog-post/lazarus-medusa-ransomware
https://www.security.com/blog-post/lazarus-medusa-ransomware
https://www.bleepingcomputer.com/news/security/coinbase-confirms-insider-breach-linked-to-leaked-support-tool-screenshots/
https://www.itsecurity.pt/news/threats/comissao-europeia-investiga-ciberataque-a-sistemas-internos
https://www.securityweek.com/french-government-says-1-2-million-bank-accounts-exposed-in-breach/amp/
https://www.nowcanal.pt/ultimas/detalhe/criador-do-telegram-alvo-de-processo-judicial-na-russia-por-contribuicao-ao-terrorismo
https://tek.sapo.pt/noticias/internet/artigos/whatsapp-vai-ter-novas-obrigacoes-na-europa-bruxelas-exige-mais-responsabilidade-e-transparencia/
https://internetlab.org.br/wp-content/uploads/2026/04/HC-1059475-2026-04-14.pdf
https://internetlab.org.br/wp-content/uploads/2026/04/HC-1059475-2026-04-14.pdf
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https://jornaleconomico.sapo.pt/noticias/jogo-online-ilegal-em-portugal-gera-mais-de-duas-mil-reclamacoes/
https://jornaleconomico.sapo.pt/noticias/jogo-online-ilegal-em-portugal-gera-mais-de-duas-mil-reclamacoes/
https://www.trmlabs.com/reports-and-whitepapers/2026-crypto-crime-report


NEWS

30 Review   3D: DIGITAL DEFENSE DISPATCH July 2026

drug trafficking, violence and money 
laundering in cryptocurrency (TRM Labs). 
In the case of United States v. Roman 
Sterlingov (Bitcoin Fog), the defence 
challenges on appeal the blockchain 
analysis methodologies used to prove 
ownership of the service – making the 
case a benchmark on the evidentiary 
standards applicable to forensic crypto 
analysis in criminal proceedings (Court 
Listener).

COMPLIANCE, REGULATION 
AND MARKET DEVELOPMENTS

Fortune revealed that Binance dismissed 
investigators who had internally flagged 
potential sanctions violations relating 
to Iran, raising questions about the 
compliance mechanisms of the world’s 
largest exchange (Fortune). In Brazil, a 
civil court ordered the freezing of USDC 
issued by Circle, raising questions about 
the enforceability of court orders over 
digital assets issued by foreign entities 
(LiveCoins). In Africa, Angolan authorities 
dismantled a cryptocurrency mining 
centre in Luanda ( Jornal de Negócios) 
and ten citizens were arrested in Ramiros 
for unauthorised mining (PTI Angola). 
Finally, the New York Times published 
an investigation identifying Adam Back 
as the most credible candidate for the 
identity of Satoshi Nakamoto (New York 
Times).

relevant from an AML perspective, insofar 
as cryptocurrency ATMs have been 
repeatedly identified as high-risk vectors 
in FATF assessments ( Jornal de Negócios).

LAW ENFORCEMENT 
OPERATIONS AND SEIZURES

In terms of law enforcement operations, 
the FBI developed an innovative 
operation by creating its own crypto 
service called NextFundAI, which 
allowed agents to communicate with 
market-makers and observe how they 
operate. This operation enabled the 
identification of participants in a 
market manipulation scheme and 
the seizure of USD 25 million (TRM 
Labs). Additionally, the US Attorney’s 
Office for the Eastern District of 
North Carolina announced the seizure 
of USD 61 million in tether, related 
to scams and thefts through pig 
butchering schemes (DOJ EDNC). In 
Florida, the State sought the forfeiture of 
real estate and vehicles acquired with the 
proceeds of fraud and money laundering 
crimes that led to the arrest of the CEO of 
Goliath Ventures (DOJ MDFL).

NOTABLE CONVICTIONS

A French national was sentenced to eight 
years in prison for laundering hundreds 
of millions of dollars in cryptocurrency 
(DOJ SDNY). In the United States, the 
owner of Incognito Market – one of the 
largest dark web drug markets globally 
– was sentenced to 30 years in prison, 
one of the most severe sentences ever 
imposed in organised crime cases in 
the digital environment (DOJ SDNY). A 
Chinese national was convicted for his 
role in a crypto scam scheme targeting 
American citizens (DOJ). Former 
Olympic snowboard champion Ryan 
Wedding was arrested in connection 
with a transnational case combining 
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Nick, once again, thank you for accepting to do this 
interview. Without further ado, I would go right 
into it: how did you get into crypto tracing?

By mistake. If I had known, I probably would never 
have done it – there’s got to be an easier way of ear-
ning a living, you know. That’s maybe a little glib, but I 
come from a background where we used to create a lot 
of covert data extraction tools, used by all of the types 
of agencies that would want to extract data from target 
computers quietly. And so we used to teach a lot of me-
thodologies around that – memory analysis, for exam-

ple, which could be done at high speed on the ground. 
Imaging the memory from a target machine is much 
quicker than imaging a hard drive, for example, in an 
internet cafe in some difficult country. And we were 
teaching a lot of these things. Then we started to bump 
into these long strings of letters and numbers on suspec-
ts’ machines. They were early Bitcoin addresses. So I’d 
started reading around it, just trying to understand the 
technology and what it was all about, and I’ll be comple-
tely honest: I just thought it was great for criminals.

And I could have bought Bitcoin when it was like a cou-
ple of hundred bucks, but I didn’t, because I thought this 

Nick Furneaux
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was definitely a criminal network and nothing good was 
ever going to come of it. So I think even now I own like 
six grand worth of Bitcoin. I mean, it’s literally next to 
nothing in the great scheme of things.

I feel the same. I started researching this in 2012, 
2013 and I should have bought it then.

Yeah, hindsight… but I don’t take investment advice 
from an investigator; that’s the lesson there. I was inte-
rested in it as a technology. I thought it was interesting 
and that it might be a good trigger: if we found this, we 
might be looking at a criminal. We’re talking very early 
on here, not in the modern days where Wall Street is 
buying Bitcoin. It was a couple of years after that before 
we were first offered a Bitcoin investigation. There were 
no real tools around at the time – Chainalysis was just 
appearing – so we started doing a lot of these investiga-
tions manually, just using block explorers and things like 
that. There wasn’t much in the way of attribution.

I guess the story circles around, and it’s in my first book, 
actually, the story where a good friend of mine at a local 
police force called me about a 
hard drive that they had brou-
ght into the digital forensics 
lab. He asked: “how do I get 
the Bitcoin off this compu-
ter?”

And I said, “what do you 
mean?” He said: “well, how 
do I carve the Bitcoin off this 
computer? There’s Bitcoin on it.” I had a huge amount 
of respect for this guy – very intelligent and an excellent 
digital “forensicator”, which is not a word, but you know 
– and I thought: “wow, that’s the wrong question”. And 
if he doesn’t understand that’s the wrong question, I’m 
guessing lots of people don’t understand that that’s the 
wrong question. So I just built a training course around 
investigating Bitcoin at the time, and it just went sort of 
law enforcement viral – we ended up teaching law en-
forcement in most primary countries around the world. 
And then, of course, we started doing lots and lots of 
investigations. A good friend of mine, myself and a guy 
called Luke, who’s at TRM Labs, I think we did about 21 
billion in value in Bitcoin investigations over the course 

of about four years. We then built advanced courses and 
so on and so forth, and then TRM Labs came along four 
years ago and bought CSI Tech, which was the company 
at the time. So there you go. There’s the story.

And how would that course that went law enforce-
ment viral hold up today??

Rock solid.

Really?

The only things that have changed are some of the block 
explorers. One or two no longer exist; some work in a 
slightly different way; some were generous in letting you 
download CSV files of accounts, and some no longer 
allow that. So some functionality has changed. But the 
book, Investigating Cryptocurrencies – which the course 
was based on, and which I was writing at the same time 
as the course – holds up. Bitcoin hasn’t changed funda-
mentally. Addresses have changed over time and a few 
Bitcoin improvement protocols have gone through, but 
fundamentally nothing has really changed. It really is as 

it was.

But would you say crime 
through Bitcoin remains the 
same?

Well, that’s interesting, becau-
se it segues into the second 
book, There‘s No Such Thing as 
Crypto Crime. The whole point 

of that clickbait title – if I can use that term – was that 
I was concerned we were seeing a great many very good 
police forces and investigation organisations building 
dedicated cryptocurrency investigation teams. Which is 
not, in itself, a bad thing. 

It works.

But it is a bad thing if you see cryptocurrency crime as a 
new type of crime – which it isn’t. I challenge anyone to 
come up with a brand new crime that doesn’t have some 
background in the last 2,000 years of criminal history. 

«WE ENDED UP TEACHING 
LAW ENFORCEMENT IN MOST 
PRIMARY COUNTRIES AROUND 
THE WORLD. AND THEN, OF 
COURSE, WE STARTED DOING 
LOTS AND LOTS AND LOTS OF 
INVESTIGATIONS.»
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The Greeks were at it. Money laundering hasn’t really 
changed; scams haven’t really changed. We sometimes 
have a different mechanism, a different payment me-
thod, but fundamentally, somebody phoning you up and 
trying to socially engineer your seed words out of you 
is no different from somebody sending a text message 
asking for your password.

The techniques haven’t changed at all. If you go back 
to people being told to go and buy a pre-
paid credit card, how different is that from 
being told to go to an ATM, buy some Bi-
tcoin, and transfer it to the scammers? It’s 
all the same. And it did worry me for quite 
some time that this wasn’t being unders-
tood. I think it is now – that we can use the 
same fundamental investigative techni-
ques we have always used and understood. 
Cryptocurrencies are just a plugin, and no more than 
that, really.

I’ll quote you on that. But your course on investi-
gating cryptocurrencies was built around the mo-
ney laundering schemes that existed at the time. 
Now we’re seeing funds moving through liquidity 
pools, bridges, and aggregators instead of centrali-
sed exchanges. And even with the increase in KYC 
requirements for centralised exchanges – doesn’t 
this change the investigative methodology, or is the 
investigation fundamentally the same, just applied 
through different techniques?

Anyone that’s been around policing, especially finan-
cial policing, so I would, you know, extend that out to 
all of those that are involved in financial crime, whe-
ther it be for legislature or whatever it might be, know 
that criminality is shifting very, very quickly and shifting 
those little methods and the way that they are achieving 
things and if there’s a new service, can that service be 
exploited? And that’s what changes. And if you read the 
money laundering chapter in the second book, it’s good, 
but there are certainly a dozen more things that should 
be in there now.

That said, I’ve always believed that if you understand the 
fundamental way a cryptocurrency functions, you can 
get your head around new methodologies fairly quickly. 

You need something of a criminal mindset in that way. If 
you understand how Bitcoin works as a pseudo-curren-
cy – can we call it a currency? I don’t think we can – if 
you understand how Ethereum works, how Tron works, 
if you understand their vagaries, then when new techni-
ques emerge you can apply that knowledge to them. It’s 
like a financial investigator who understands how a bank 
works: even if criminals use new techniques, the investi-
gator understands the underlying system.

But do you think some techniques 
become genuinely independent 
new ways of committing cri-
me? I’m thinking about privacy 
chains, Monero, layer 2 networks, 
are those game changers for fund 
tracing?

Yes, they are – they are technical methods for moving 
value. Are they truly new? In the way they function, yes, 
but we’ve had money mules walking across borders with 
fake passports. Is that not fundamentally the same as a 
non-traceable Monero address moving value from one 
place to another? I appreciate that sounds like a stret-
ch, but there’s often a historical parallel to what we’re 
seeing now. I’m not underestimating the difficulty: 
some of these privacy coins do make things tricky. So 
we do have to keep up with technical innovation, but 
fundamentally, there are still very few crimes where the 
blockchain is the only evidence. There’s almost always 
communication; there’s almost always other evidence 
that helps you make those connections. If you’re trying 
to dismantle an organised crime group using Monero 
tracing alone – enjoy, but you’ll retire before you see 
success. In reality, tracing will form part of an investiga-
tion that, if successful, adds weight to a piece of the pu-
zzle where you also have intelligence, surveillance, and 
other elements. And remembering that it’s still very hard 
to buy anything with cryptocurrency: at some point, so-
mewhere, it has to convert to fiat, and that’s often the 
weak point. Good intelligence, good understanding of 
how these things work, that’s what it comes down to. So 
again, it may sound like I’m downplaying it but I’m really 
not.

«IT IS A BAD THING 
IF YOU ARE SEEING 
CRYPTOCURRENCY 
CRIME AS A NEW 
TYPE OF CRIME, 
WHICH IT ISN�T.»
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I understand. When you were talking about the 
mules, I was thinking it would be closer if they had 
those Stargate portals where they can just appear in 
different dimensions

Yeah, that’s a very good point. And it feeds into some-
thing I’ve been saying for a long time: I’ve been a thorn 
in people’s side about the language of sending and recei-
ving cryptocurrency, because you don’t send or receive 
anything. You simply unlock and lock on the blockchain. 
It never actually moves. And I’ve seen it written in court 
papers that “this Bitcoin was sent across borders into 
Russia”.

It wasn’t. It didn’t move at all. Across the tens of thou-
sands of blockchain ledgers for Bitcoin operating arou-
nd the world at any given time, what may have happened 
is that someone else took control of it – someone who 
happened to be using a wallet and 
happened to be located in Russia, or 
wherever – but fundamentally, no-
thing moved.

I’ve seen a court decision where 
they said the suspect, who was my 
client, “had a blockchain”, so, yes.

Nice. Maybe they did, and you gave it 
to them.

Well, it was the Bitcoin blockchain.

Well, there you go.

I see your point. The blockchain 
and tracing don’t tell you a story, 
they give you breadcrumbs that 
you can build two different narratives around, ei-
ther prosecution or defence. That’s why you need 
corroborating evidence.

Yes, back when we were CSI Tech, prior to the sale to 
TRM Labs, we taught an open source intelligence ga-
thering course alongside our cryptocurrency courses, 
because it was so important to be able to follow those 
breadcrumbs out into the broader digital world.

Understanding IP addresses, following the flow of ne-
twork data, gathering information from social media – 
those things go hand in hand with blockchain tracing.

Slightly off topic, but you mentioned something 
about perhaps downplaying the relevance of cryp-
tocurrency. We’ve seen people call it the internet 
of money – and yet you’ve rightly pointed out that 
you can’t buy much with cryptocurrency, and that 
somewhere along the way anonymity tends to break 
down. Are you sceptical about the future of crypto-
currency as a legitimate medium of trade or invest-
ment?

I’m often asked this and I genuinely have no relevant 
opinion on it. What I will say is that I think block-
chain technology is amazing. Satoshi Nakamoto – he, 
she, they, whoever it was – produced one of the most 

brilliant technical innovations of 
the last 100 years. The concept 
of cryptographically connected 
blocks and cryptographic tran-
sactions is just a beautiful thing, 
and it works. We do need to fix 
it for quantum computing in 
the next 15 years or so, perhaps 
sooner – Google seems to be 
making the fastest moves on that 
at the moment – but that’s not 
an insurmountable undertaking. 
I think cryptocurrency has a fu-
ture, because the technology is 
sound, even if it may look diffe-
rent from what we have today. 
And in many ways, because I 
never bought any, I’m not parti-
cularly invested in whether Tron 

succeeds or USDT gets adopted by the US government. 
As an investigator, I’m simply interested in how it can be 
used criminally and how investigators can best unravel 
the flow of funds.

That’s interesting – you’re personally not a big cryp-
to investor, yet you say you need to think like a cri-
minal to investigate. Does that mean you need to 
actually try how a mixer works, experiment with a 
liquidity pool, put it to improper use? Or is analy-

«THERE�S STILL VERY, 
VERY, VERY FEW 
CRIMES WHERE THE 
BLOCKCHAIN IS THE 
ONLY EVIDENCE IN 
THE CRIME. THERE�S 
ALMOST ALWAYS 
COMMUNICATION. 
THERE�S ALMOST 
ALWAYS OTHER 
ELEMENTS OF EVIDENCE 
THAT COME TO BEAR 
THAT HELP YOU 
TO CREATE THOSE 
CONNECTIVES.»
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sing and studying how criminals use these tools su-
fficient?

People who specialise in identifying counterfeit bank-
notes spend most of their time studying what a genuine 
one looks like, not the fakes. Because when you truly 
know what a dollar or a five-pound note looks like, 
and all the security features built into it, identifying the 
counterfeit is straightforward. The same logic applies 
here: if you understand how a cryptocurrency or a mixer 
works, it’s easier to recognise when it’s being used badly. 
Do you need to actually use these things to understand 
them? Not really – the blockchain shows in public view 
what everyone else is doing with it. And many tools, like 
Tornado Cash, are open-source: it’s a GitHub repo, you 
can download it and run your own instance in a lab if 
you want to. But it took Luke and me a single day, when 
Tornado Cash first appeared, to figure out how it worked 
and to find ways to trace through it – just by watching 
what everyone else was doing on-chain. We didn’t need 
to feed funds through it ourselves.

As a tracer and investigator, what do you currently 
see as the biggest obstacle? The one you have a ge-
nuinely hard time getting past when tracing funds?

The problem isn’t fundamentally the tracing. The pro-
blem is still the speed and capability of law enforce-
ment’s reaction – breadth of capability, the speed and 
willingness of exchanges to respond, and the weight of 
evidence required for a freezing order to get funds back 
to victims. Let me give you an example.

Or mutual legal assistance.

In the last two months, I had a call from a good friend of 
mine. His best friend’s mother had just lost everything. 
Everything. GBP 1.2 million, everything she owned. She 
literally can’t buy butter now. She had kept sending mo-
ney to get her money back, the classic pattern: “we need 
another GBP 10,000 to release your funds”, the whole 
thing. I heard about it, it had all been turned into crypto, 
I knew where it had gone. I’m not going to name the 
exchanges. I was able to call the heads of investigations 
at two exchanges and say: “it’s Nick, this has happened, 
you’ve got the funds” – and they were on it immediately. 
They traced those funds.

I also called a very senior person in UK cryptocurren-
cy policing, who said they were on it. I directed them 
to the exchanges. And we haven’t recovered a penny. 
That pains me. These people had already reported the 
fraud to their local police, who said it was too big for 
them. It escalated to the team run out of City of Lon-
don policing, who said they couldn’t do anything. And 
then purely because I knew people, I was able to pick up 
the phone, and we still got nothing back. Nobody was at 
fault; it just all took too long.

And in that case, you knew the funds had reached a 
centralised exchange. But sometimes the problem is 
getting there. Before it reaches an exchange, it goes 
everywhere: mixers, money laundering schemes, 
chain hopping, bridges. Are those obstacles you 
find genuinely difficult to get through? Do you find 
them difficult to overcome, or is there always a lead, 
always a way?

No, they’re not difficult to overcome. 

The real question is: which case do you work on? Peo-
ple find me – my phone number, my email – and they 
reach out: “I’ve lost all this money, I don’t know what to 
do”. I get these constantly, and I try to help, usually for 
nothing.

Sometimes there are wonderful outcomes. I got EUR 15 
million back for a woman a number of years ago, it’s in 
the second book. Those results are wonderful, but it is 
always a question of which case you give your time to, 
and the police face exactly the same dilemma.

Everyone is in the same boat. The technology is not 
necessarily the hard part. Bridges are manageable, and 
I was tracing through mixers with pen and paper ten 
years ago. This stuff is doable. It just takes time. That’s 
the issue.

You mentioned tracing with pen and paper, and now 
the tools are far more developed. But there comes a 
moment where all of this has to be written down in 
a report, put in front of a court, and used to make or 
break a case. What are the most common mistakes 
you see investigators making in those reports? 
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what is inferred, and then investigators have to write it 
up accordingly. It is very, very tricky.

But do you also teach how to interpret what the blo-
ckchain tells you and how do you find corrobora-
ting evidence of a specific narrative? 

Always. One of the problems, David – and 
you touched on it earlier – is that there are 
simply so many techniques now. What do 
you even teach? I’ve always tried to build 
a tracing capability, with or without tools, 
and leave it to law enforcement and the 
appropriate legal representation to make 
of it what they will. But I’ve always felt it 
is critically important not to be definitive 
when something is not definitive. It’s very 
easy to use the wrong language and find 
yourself in serious trouble once you’re on 
the stand. “This equates to this” is a very 
different statement from “this almost cer-
tainly equates to this” – and the latter is 
usually the honest one.

To conclude, you’ve been on both sides, 
prosecution and defence, but focusing now on the 
middle: what would you tell judges about what they 
should be alert to? What is the one thing you’d want 
them to pay attention to in order to assess whether 
the prosecution or the defence’s narrative holds up?

Cryptocurrencies fundamentally are not that hard. No-
body tends to believe me when I say that, because the 
subject has become such a tangle of YouTube videos and 
noise that you have to set all of that aside and ask a sim-
ple question: how does a Bitcoin ledger work? Because 
fundamentally, it’s very, very simple. How does an Ethe-
reum ledger work? Slightly different, but equally simple. 
In my early courses, we used a spreadsheet to illustrate 
it and we even simulated mining with a couple of simple 
algorithms.

Very simple. We have built training programmes for the 
judiciary, and whether they engage with them, I don’t 
know. But what we hope is that they understand the 
fundamentals, because from there, they can ask the ri-
ght questions. Legal representatives are often very good 

at muddying the waters, at making something appear 
vastly complicated: “Don’t worry about this, it’s too hard 
to follow”. I’ve seen that a great deal. Cryptocurrencies 
are not hard.

Thank you very much, Nick. We will use that as the 
opening line of the interview: “Cryp-
tocurrencies fundamentally are not 
that hard”.

Quote it freely – because they really 
aren’t. At the start of Investigating Cryp-
tocurrencies, I use the example of the sto-
nes on Yap – the great stone money – and 
how everyone in the village simply re-
members who owns which stone. That is 
a distributed ledger in every sense. When 
you sold me some sheep and I gave you 
a stone, the stone never moved, because 
these things are the size of a person. We 
just told everyone in the village that I now 
own the stone that used to be yours. That 
is how Bitcoin works in its entirety: chan-
ging ownership on distributed ledgers. 
Very simple.

Although with crypto, new rocks appear every ten 
minutes, which is new.

Exactly, and that’s the wonder of a distributed ledger. As 
I put it in the book: the moment you employ someone 
to sit in the middle of the village and write down who 
owns every stone, that’s called a bank. You’ve taken it 
out of the distributed ledger in everyone’s minds and 
put it onto a piece of paper. That’s the fundamental di-
fference.

Nick, thank you very much. This has been a true 
pleasure – we’ll be in touch.

Fantastic – thank you for having me.

«I HAVE PUT 
MYSELF SORT 
OF IN THE 
PROSECUTION 
CAMP, NOT 
BECAUSE I 
DON�T BELIEVE 
PEOPLE 
SHOULD HAVE A 
GOOD DEFENCE, 
BUT IT WAS 
TOO DIFFICULT 
HOPPING 
BETWEEN THE 
TWO.»
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